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About the  
cover image

This image represents the complex 
world in which we live, with concurrent 
crises, interacting risks and intensifying 
stakeholder expectations, as well as the 
agility and resilience we need to have 
when operating in a fast-changing world. 

The vibrant colors represent the 
optimism that comes from managing 
people and business-related risks 
through innovation and collaboration. 
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Figure 1: Business leaders struggling to address breadth and depth of interacting risks



Use this report to prioritize, identify 
and manage people risks across your 
organization:

Discover the most 
significant people 
risks facing businesses 
globally

Learn strategies for 
proactively managing 
people risks

Understand how to 
identify and overcome 
barriers to mitigating 
people risks

How to use this report
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China	 310
Hong Kong	 110
India	 310
Philippines	 110
Singapore	 110
Thailand	 111

Australia	 110
New Zealand	 110

Saudi Arabia	 110
UAE	 110

UK	 310

Netherlands	 110
France	 110
Italy	 110
Poland	 110
Spain	 110
Turkey	 110

Argentina	 110
Brazil	 110
Chile	 110
Colombia	 110
Mexico	 110
Peru	 110

US	 1,024

Canada	 310

South Africa	 110

4,575 HR 
and Risk 
professionals 
were surveyed 
in 26 markets 
across eight 
regions. 

What  
Captures attitudes about the 
most significant people risks 
facing organizations, including 
the challenges organizations face 
managing these risks. 

When  
Data collected between October 
and November 2023. 

Who  
2,283 HR and 2,292 Risk 
professionals with job titles 
that include HR Director, Chief 
HR Officer, HR Manager, HR 
Coordinator and VP of Risk 
Management, Chief Financial 
Officer, Director of Finance, 
Director of Insurance and Risk 
Manager, Chief Information 
Security Officer and VP of Health 
and Safety. 

Where  
In 26 markets across eight regions.

Risk-ranking methodology
To establish the priority order of the 25 risks in this research, survey respondents were asked to assess the impact and likelihood of 
each risk on their business if it were to occur in the next one to two years. Throughout the report, we calculate and rank the risks by 
Risk Rating Score (RRS). RRS is a numeric score that captures the likelihood of the risk impacting the organization and the severity of 
its impact. See the Appendix of this report for more information.
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Technological 
change and 
disruption 

Chapter 1
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Equip the entire workforce 
to mitigate cyber risk 

Cyber resilience strategies

Lack of cybersecurity knowledge is the ninth-biggest risk 
in this year’s ranking by RRS. Of the five risks identified  
as fundamental to technological change and disruption, 
Risk professionals rank this highest while HR professionals 
see it as less of a priority, perhaps signaling an oversight 
in awareness.  

From 2017 to January 2024, Marsh McLennan’s Cyber 
Risk Analytics Center shows that the average cost of a 
cyber event is $18.8 million.2 With cyber threats becoming 
more sophisticated and difficult to detect, the number of 
organizations impacted is likely to increase. The vectors 
being used are evolving, with misinformation playing a 
key role. For example, in February 2024, a Hong Kong-
based finance worker was deceived by an AI-generated 
deepfake of the company’s CFO and sent $25.6 million to 
scammers.3 Mitigating this requires awareness across the 
organization, without exception. 

of CEOs are very confident about their cyber-risk 
program and are constantly reviewing new 
information and making updates accordingly.4

2 Marsh McLennan Cyber Risk Analytics Center. 2017-2024 average cost of privacy and extortion events.
3 CNN Report. “Finance worker pays out $25 million after video call with deepfake ‘chief financial officer’,” 2024, available at 
https://www.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html 
4 Mercer. “Global Talent Trends,” 2024, available at https://www.mercer.com/insights/people-strategy/future-of-work/global-
talent-trends/

Cyber resilience strategies

Insurance products and 
risk assessment tools to 

inform and optimize 
cyber risk transfer  

Technologies, processes, 
and measures to 

prepare for and mitigate 
cyber risks and ensure 

confidentiality, integrity, 
and availability of 

information  

Threat intelligence, 
risk-based economic 
modeling, and 
quantification tools to 
inform cyber resilience 
strategy decisions

Pre- and post-breach 
incident management 
and crisis support to 
reduce the impact of a 
cyber incident

Insurance
Incident 

management

Cyber-
security

Risk
intelligence

Figure 7: Cyber resilience strategies
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Address skills shortages

Technology skills shortages are a key concern for 
both HR and Risk professionals as demand continues 
to outstrip supply, despite the global cybersecurity 
workforce growing 8.7% to 5.5 million people between 
2022 and 2023. However, the cybersecurity workforce 
gap has reached a record high, with 4 million additional 
professionals needed to adequately safeguard digital 
assets.5 With constraints on cash incentives and pay, 
organizations need to understand the reasons why  
these highly valued employees join or stay with their 
employer – from an organization’s purpose, values 
and culture to a broader suite of rewards, career path 
opportunities and benefits.

Lack of cybersecurity knowledge

Lack of cybersecurity knowledge

Lack of cybersecurity knowledge

Mismanagement of AI

Mismanagement of AI

Mismanagement of AI

Mishandling of data/IP

Mishandling of data/IP

Mishandling of data/IP

Tech skills shortages Tech skills shortages

Tech skills shortages

Suboptimal  
HR technology

Suboptimal  
HR technology

Suboptimal  
HR technology

Total HR Risk

1

2

3

4

5

Figure 8: Tech skills shortages 
are a concern for HR and Risk 
professionals, but HR is less 
focused on organization-wide 
cybersecurity knowledge

5 ISC2. “ISC2 reveals growth in global cybersecurity workforce, but record-breaking gap of 4 million cybersecurity professionals looms,” 2023, available at https://www.isc2.
org/Insights/2023/10/ISC2-Reveals-Workforce-Growth-But-Record-Breaking-Gap-4-Million-Cybersecurity-Professionals
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Don’t delay on 
addressing AI 
Where is the right balance between 
putting too much trust in AI and under-
investing in a transformative technology? 
How leaders and workforces approach AI 
as it evolves will be integral to developing 
digital-first people and business 
strategies and evaluating insurable and 
uninsurable risks related to its use. 

Employees are already engaging with 
generative AI everyday as consumers. 
While employers may simply ban the use 
of generative AI, this is not an effective 
strategy, as it is readily available and 
accessible. Instead, employers should 
navigate the challenge of enabling 
employees to leverage generative AI for 
work-appropriate use while mitigating 
risks involved (see ‘Generative AI at  
work’ graph). 

Top concerns focused on employee 
behavior, such as over-reliance on AI and 
non-compliance with regulations. Poorly 
implemented or managed AI solutions 
also pose business risks related to legal, 
reputational and data management, 
including cyber vulnerabilities.7 Wider 
societal concerns include the risk of 
generative AI deepening inequalities 
and the impact on mental well-being of 
employee worries over job security.  

In contrast, the C-suite is concerned 
about the failure to adopt AI and 
automation, seeing this as its top near-
term risk according to Mercer’s Global 
Talent Trends 2024 research.8 The 
potential for AI to be used in business 
as a force for good is significant. An 
estimated 300 billion work hours could 
be saved globally every year, roughly 
equivalent to an average of two hours 
per person per week.9

7 Marsh. “Generative AI:  Understanding the risks and opportunities,” 2023, available at https://www.marsh.com/
us/services/cyber-risk/insights/generative-ai-understanding-the-risks-and-opportunities.html
8 Mercer. “Global Talent Trends,” 2024, available at https://www.mercer.com/insights/people-strategy/future-of-
work/global-talent-trends/ 
9 Oliver Wyman Forum. “How generative AI is transforming business and society,” 2024, available at https://www.
oliverwymanforum.com/content/dam/oliver-wyman/ow-forum/gcs/2023/AI-Report-2024-Davos.pdf
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How often are you using generative AI in your current job? 
 % all employees, by country10

Average

Canada

Australia

UK

France

Germany

Italy

US

Spain

China (Hong Kong)

Mexico

South Africa

Singapore

Brazil

Indonesia

UAE

India

40% 15% 55%

26% 9% 35%

46% 14% 60%

28% 10% 38%

45% 15% 60%

31% 9% 40%

41% 21% 62%

32% 9% 41%

51% 13% 64%

36% 8% 44%

44% 23% 67%

37% 8% 45%

50% 21% 71%

35% 11% 46%

50% 24% 74%

40% 8% 48%

53% 30% 83%

Figure 11: Employers are already engaged with AI at work 

Use AI at least once a week Use AI daily
Generative AI at work
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10 Oliver Wyman Forum. “How generative AI is transforming business and society,” 2024, available at https
oliverwymanforum.com/content/dam/oliver-wyman/ow-forum/gcs/2023/AI-Report-2024-Davos.pdf


























































































































































